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HHAMSTKA
1o 0€30MacCHOCTH NPH HCHOJIL30BaHHH KAPT

XpaHure CBOIO KapTy B HEJOCTYIIHOM Ui OKpyxaromux Mecte. He nepenasaiire kapty npyromy
JHEIY, 3a UCKIIOUEHHEM IIpoJaBla (Kaccupa). PexkoMeHIyeTcs XpaHWTh KapTy OTAENLHO OT HANHMYHBIX
JleHer U JOKYMEHTOB, 0COOEHHO B NI0E3IKaX.

Bo wu3bexaHue MOLICHHMYECTBA C MCIONb30BaHHMEM Baleidi xaprel TpeGylite npoBeneHus
orepaldii ¢ KapTo# TONLKO B Bairem NMPUCYTCTBUM, HE IO3BOJIATE YHOCHTH KapTy U3 nojs Bamero
3peHus.

He npucnymusaiitece X COBETaM TPETHMX JMI, a TAKXKe He NPHHUMAlTE MX MOMOINbL IPH
nposeneHuyn omepauuid. Ilpm Heo6xommmoctH obpaTHTeck K paboTHukaM B ¢(uimaite BaHka unmu
TI03BOHATE N0 TejeOHAM, yKa3aHHBIM Ha yCTpoMcTBe camooGcemyxuBanus (YC) wiu Ha 06OpOTHOM
cTopoHe Barei kaptsi

Bo u3bexanue ucnosib3oBannsa Bameli kapTel TpeTsuM manoM xpaHute [TMH-kod OTAENEHO OT
KapTel CKIIOYNE OAHOBPEMEHHBIA focTyn k HuM, He mamute [TMH-xon ma kapre, He coobiuaiire TTMH-
KOJ APYTUM JiIaM (B TOM YHCIIe POACTBEHHHKaM), He BBoaute [TITH-kon npu paGote B ceTu MuTepHer.

Homunre! Ilepenaya GaHKOBCKOH KapThl MM €€ PEKBU3UTOB, MACHTHU(HKATOPOB M TIAPOJICH,
peHa3HaYeHHBIX I JOCTyIa ¥ NOATBEPX/ICH s onepanuil B cucteme «COepbank Omaiiny, Apyromy
nuny (B ToM 4ucie paboTHNKY Banka) o3navaet, uro Bl IpefocTaBiseTe BOZMOXHOCTE JPYTHM JIALIAM
IPOBOAUTE ollepanuy no BammMm caeram.

Buumanue! Eciu Bel momyumma CMC-cooGnienue 0T baHka mo omepanum, KOTopyio Bel He
COBepIIANH, HEOOXOAMMO CPOYHO 3a0JIOKMPOBATh KAPTy C IHMOMOIIBIO YCIYyrH «MOGIIBHbIA GaHK»,
obpaTtuthbcs B KoHTakTHBIN LeHTp banka 1 CleA0BaTh YKa3aHMAM CHELUAINCTA.

IIpu moO6BIX NOMO3PEHUSAX HAa MOIIEHHUYECTBO, CIEAYeT Tak JKe He3aMeIUTENBHO OGpaTHThCS B
Konraxrasiit Llentp banka no tenedonam:
{(495)-500-5550
800-555-5550
Ilpn obpamenun Mo yka3aHHBIM HOMepaM TENeQOHOB NMPOUCXOMUT COCAWHEHHE C CHCTEMOM
ABTOMATH3UPOBAHHOrO O6CIyxHBaHUA. /[N ONEpaTHBHOIO COEOMHEHMS CO CHELUAINCTOM BaHka myist
mepeadn coobImeHns o6 yTpaTe KapThl WIH O OJ03pEeHUY Ha MOIIEHHUYECKUe AeACTBIsN, HeOOX0MUMO B
TOHOBOM PEXKME BbIOPATH COOTBETCTBYIOIIUH YHKT MEHIO.
PexoMennyercs 3apaHee BHECTH yKa3aHHble HOMepa B namsth Baimero Tenedona, uTOOBI
onepaTHBHO 00paTHThCA B KOHTAKTHEIN LieHTp MpH HeOOXO1MMOCTH.
ITonpobHas uadopManus o cnocobax MONICHHHMYECTBA M Mepax 3allUThi pa3MellcHa Ha caiite
ouumansHoM caiite [TAO C6epbank B cetu UuTepHeT - www.sberbank.ru.

IlomunTte! Hcnone3oBaHWe  yOAIEHHBIX KaHanmoB  oOciyxwuBaHus bBamka  (ycTpoiicT
camooOciyxuBanus, yciayru «COepGank OwnnaiiH», B TOM uucle MOOWIBHBIX TIPHWIOKEHUH s
cMapTdOHOB U IUIATEXHBIX YCTPOHCTB), «MoOunbubli Gankx», KourtaxThelit Ilentp banka) (manee -
YKO) conpaxeHo ¢ pUCKOM MOJIyYeHNAS HECAHKIMOHUPOBAHHOIO NOCTYIIA K 3aiyaemoil uHhopmanmu
Knuenta ¢ penmblo  OCYLICCTBIGHMA IIEPEBOJOB  ICHEXKHBIX CPEACTB ¢ Bamux  C4yeros
HeyOJHOMOYeHHbIMU JuriaMy. K 3aiuiaemoif HHGOPMALINK KIUEHTA OTHOCUTCH

¢ puHopManua 00 OCTATKAX JCHEKHBIX CPEICTB Ha Bamux 6aHKOBCKUX CUETaX;

¢ uH(pOpMALKA O COBEPIIEHHBIX MEPEBOAAX ASHEKHBIX CPECTB;

¢ wHpopManusd, comepkamasici B OQOPMICHHBIX BaMU paclOpsHKeHHSIX  Ha TIepeBOJ
JICHE)XXHBIX CPEJICTB; ,

e wuHpopMauus, HeoOxommMas A YJAOCTOBEPEHHWs KIHEHTAaMU [paBa PaclOPsKEHUs
JIEHEeXXHBIMH CPeIICTBAMH, B TOM YIHCIIE JAHHBIX AepkaTelell TIaTe)XHbIX KapT;

¢ yH(popMalyad OrpaHUYEHHOIO JOCTYyIA, B TOM YHCJI€ MEpPCOHAIBHBIC NaHHBIE W HHAS
rHQOopMaLKs, HoAIexaas o0sa3aTeNpHOA 3amuTe B COOTBETCTRUH ¢ 3aKOHOIATENIECTBOM
Poccuiickoii @enepamym, oOpabareiBaeMasi MpU OCYIIECTBICHUM NEPEBOIOB JEHEKHBIX
CPENCTB.

Hmxe npuBeneHsl pekoMeHOyeMble - baHkOM Mepbl 1O CHIDKCHMIO PHCKOB TIONyYeHHA
HECaHKIIMOHUPOBAHHOTO JOCTYIIA K 3alUINaeMoi HHGOpMaLym».




Mepni GesonacHocTH ipH pabote B cucreme «CoepGanx Ouwnain»

M4 Bxona B nuyHkll kabuner «C6epGank Onnmaiih» BaM Heo6XOIMMO BBECTH HAEHTH(UKATOP'
U [IOCTOSHHEINA IapOoJib, JONOJHUTEIEHO MOXET BBOAUTLCS OJHODPA3OBBIA Maposb (eciy JaHHAs OMLA
TIpexycMoTpeHa Bamu npu HaCTpokKe «TMYHO# CTpanuiiei»). Jind Bxozna B cucteMy «C6epGank Omuiainy
He TpeOyeTcsa BBOIMTH HUKAKOH Jipyroif nH(opManum.

Buumanmne! Eciu qima Bxona B «Coepbank Onnaiin» Bam npennaraercs BBecTH I0GYI0 APYTYIO
HEPCOHANBHYI0 HHGOPMAalMI0 MM JONOJHHTENBHBIE JaHHbIE (HOMep MOGHIBHOIO Tejieona,
KOHTDOJIbHY!O HH(popMaLuio Mo OGaHKOBCKMM KapTaM WIH [IpyTue JaHHble), 3TO YKA3hIBAET Ha
MOIIEHHHYECTBO! B Takux Ciiydasx HEOOXONMMO HEMEAJCHHO IPEKPAaTHTh CEaHC paldoThl B CHCTEME
«COGepGank OHyaliH» ¥ CpovHO 06paTHTHECA B baHK.

bank HEKOIa He 3aNpalIHBacT MAPOJH I/ OTMeHbI Onepanuii 1y mabaoHOB B cUCTEME
«C6epbank Onnaiiny. Eciu BaM mpennaraercs BBECTH IapoJib [N OTMEHbI ONEPAIldH, B TOM YACHE H
TOH, KoTopyto Brr He coBepiianu, BaM Heo0X0aMMO NPEKPaTUTh ceanc paboTel B cucteMe «C6epbank
Omnnaiig» u CpouHO 00paTUTHCs B baHK.

Ilpy monyuennu ot banka CMC-COOOIIEHMS ¢ OJHOPA3OBBIM IMAPOJIEM BHHMATEILHO
03HAaKOMBbTECh C wH(popManmelf B COOOINCHHM: BCE DEKBH3UTHL ONEpald B HampaBleHHOM Bam
Coo0LIeHNH JOJIAHBI COOTBETCTBOBATh TOH OliepalyH, KOTOpylo Ber cobmpaerech coBepiuuth. TONBKO
TocJIe Toro kax Byl yGenunuce, uro naopmaiins B 3ToM CMC-coo0meHnn KOppekTHA, MOXHO BBOAUTE
T1apoJlb.

Homunte! BBoasi oanopasoBuili CMC-naposib, Bul naére bauky mpaBo m ykaszaume
TPOBECTH OHEPAIHIO ¢ yka3aHHBIMH B CMC-co00eHnn peKBH3ATAMH.

Uek C OAHOPA3OBBIME JIApOJSIMH, pacliedaTaHHBIH dYepe3 yCTpOHCTBO C€aMOOOCITY:KHBAHHUS,
XpaHUTe OTLENBHO OT OAHKOBCKON KapTh! U HE MepefaBaliTe TPETHUM JIMLIAM, B TOM 4ucie paboTHuKam
Banka. YHHUTOXaHTE YeKH ¢ NAapOsIMU, €ciu Bbl He INaHUpyeTe UX UCTIONB30BaHMUE.

Hu ppu kaknx o0CTosITeIbCTBaX He coodmiaiiTe CBOM NApoJH HHKOMY, BKJIIOYasi
paboTHukoB baunka.

B ciyuae yrepum unmm xpaxku uexa BaM cienyeT HesamemnutesabHO obpatuthea B KoHTakTHBIH
[eHnTp baHka 1y 3aIpoCUTh HOBBIH CIIUCOK ITaposiell B yCTpoiicTBe CaMO06CTy KUBaHUS.

ITpu paGote ¢ ycnyroii «Coepbank-Onnaiin» BCerna MpoBepsiiTe, YTO YCTAHOBIICHO 3alUIICHHOE
ssl-coenuHeHne ¢ ofumansHeM caiitoM yeryru (https://online.sberbank.ru). B okne Gpay3sepa T0MKHO
ObITh K300paxeHme, O0O3HAYANONIee HalUyMe 3aIUIIEHHOTO COEAWHEHUS, KOTOpOoe OTIMYAeTCi B
3aBHCHMOCTH OT Gpaysepa. Hanmpumep, B Gpaysepe Microsoft Internet Explorer Bepcus 8.0 B mpapoit
Y4aCTH aJpecHoll CTPOKU pacIoiaracTcs enThlil 3aMouek, B 6oJiee paHHEH BepCHH — ero H300paxeHHe
HaXOJHUTCA B IIPaBOM HIDKHEM YTIIy 3KpaHa.

He none3yiitech yciyroit «C6epbank OnnaiiH» depes MHrepHeT-0603peBares MOGHIBHOTO
yerpoiictBa (TenedoHa, cMapT(oHa, IUIAHIIETa U Ip.), Ha KoTopsii mpuxogar CMC-cooGiueHus ¢
MOATBEPXKIAIOIINM OJHOPA30BbIM maponieM. i1l MOOGMIBHBIX YCTPOMCTB CYMIECTBYIOT CIIEHHATBHO
pazpabotanuble bankoM npunoxenns. [1omyduTs HHQOPMALMIO O TaKHX NPWIOKEHUAX M CIIOC00ax MX
ycraHoBKE Bl MOXxeTe Ha calite baHka.

Jiis HCkIIOYeHus KommpoMerannu Bammeii ¢uHancoBoill MH(OpMalWEB W XHMIEHUS CPEACTB,
HACTOATENBHO He PeKOMEHIYeTCs MOIKIIIoUATh K yciayraMm baHka xoprmopaTuBHbIE HOMepa Tene()OHOB U
HoMepa, KOTOphle BaM He mpuHamnexar, B TOM YHCIE IO PEKOMEHTAUMU TPEThUX JIMI,
Mpe/ICTaBUBHINXCs paboTHHKaMH BaHka.

He ycranaBmuBaiite Ha MOOWIBHBIA TelleOH HIM MHOE YCTIpoiicTBO, Ha Kotopoe bamk
ornpaningeT CMC-coobmenus ¢ DOATBEPXKNAOIMUME OJHOPA3OBLIMU [APOSAMH, NPUIOKEHUSI IO
CCBIIKaM, IOy4eHHBIM OT HEH3BECTHBIX BaM HCTOYHHKOB.

Buumanue! Ha cMapTdoHax u MHbIX YCTpoHCTBAaX, NOAKIIOUEHHBIX K yciayraM «MoOHUIBHbIH
O6ank» u «COepbank Omunaiin»y, bank HACTOATEJIBHO PEKOMEHIAYET wucnons30BaTh
AHTHBUPYCHBIE MPOI'PAMMBI, IOCTYIIHBIE B Mara3MHAX MOOHIIBHBIX TIPHOKEHHI, B TOM 4uclie OecIIaTHo.

! Ecnu Knvedr cosman CBO# JIOTMH A BXOAd B cucreMy Ha cTpaHuue Bxoja B «COep6ank Ounaiin», To 11 BX0Aa MOXKHO
KCII0J130BaTh KaK UAeHTH(UKATOp NONB30BATENS, TAK U JIOTHH, CO3JaHHb1 KitneHToM.




Ione3yiiTecs BO3MOXKHOCTAMU cHCTeMbl «COepOaHk OHjaliH» II0 MOBBILEHHIO 0e30MacHOCTH
(CMC-ungopmuposanue o BXOMie, HACTPOIKA BUIMMOCTH KapT 1 npoyee). s HaCTpOiiky HCHonb3yiiTe
MeH10 «Hactpoiikuy, qanee myHkT «HacTpoiiku 6€300aCHOCTHY.

llomuute, 410 BaHK He pacChUIaeT CBOMM KIMEHTaM CCBUIKM WIM yKAa3aHMe HA YCTAHOBKY
npuioxenui yepes CMC/MMS/e-mail — coobeHus.

Ha xomnb10Tepax, KoTopbie Bpl Henosbsyere s pa6oTel B «Céepbank Oniaiin:

® HCMOJB3YHTE COBPEMEHHOE AHTHUBHPYCHOE IIPOTPaMMHOE OOeCHeueHWe K CIEHUTE 34 €ro
peryJsipHEIM OOHOBJICHUEM;

® CBOEBPEMEHHO YyCTaHABIUBAHTe OOHOBIEHHA OINEPAUMOHHON CHCTEMbl, DPEKOMEHIYEMBIE
KOMIIaHUEH-IIPOU3BOAUTENIEM;

¢  NCHOOMAB3YHTE IONMOJHUTENBHOE JIMIEH3MOHHOE IPOrpaMMHOE O0eCHedYeHre, I03BOIAIINEE
HOBBICUTE YPOBCHb 3aIUTHI BAIUCTO YCTPOMCTBA — IIEPCOHANBHBIE MEXCETEBbIE 3KPaHLI,
IIPOrpaMMmpi MOMCKA INNMOHCKUX KOMIIOHEHT, IPOrpamMMbl 3amTsl o1 «CITAM» - pacchulok u
mnp.;

® 3aBepiIeHKe PaboTHI ¢ CHCTEMOI! BRIONHANTE IyTeM BBIOOpa COOTBETCTBYIOIIETO MYyHKTa MEHIO.

MephI Ge30nacHOCTH NIpH padoTe ¢ yeTpolicTBaMu camoobciayxuBanus (¥ C)

Ilpu mposenenun omepanuu ¢ BeogoM IIMH-kona BCEI'JJA npuxpsiBaiiTe KJIaBHATYpY,
HallpUMep, cBOOOAHOI pyKoi. JT0 He IO3BOIUT MOIUCHHMKAM YRuaeth Bam [THH-kox uim 3anucaTs
€ro Ha BUJICOKaMepy.

3aMKy JOCTyIa [0 KapTaM B CIEHUalbHbIE HOMEIIEHNS, Ie YCTaHaBmMBaoTesa YC, He 10/DKHBI
TpeboBats BBoAa ITMH-koga. Ecnu o npoxona B nomemenue ot Bac Tpebyerca Beectu [TMH-kon, ue
Jlenas 3Toro, oopaturecs B bank. Ecim Bel paHee NBITanyuCh BOCIONB30BATLCS TIOZOOHBIM YCTPOMCTBOM,
pexoMeHnyeM Bam cpodHo 3abioKuMpoBarh KapTy, oOpartuBmmch B KoHTakTHBIM 1ieHTpa banka,
HEe3aBUCHMO OT TOI'O, IOLY4YMIIN JH Bel gocTyn k YC WM HET.

Jo npopenenud onepauun B YC 0CMOTPUTE €0 JIMIEBYIO YacCTb, B YaCTHOCTH, IIOBEPXHOCTE HaJl
[TH-knapnatypoit 1 ycTpoiicTBo ans mpuema KapTel B YC. B 3THX MecTax He AODKHO HaXOOHUThHCH
NPUKPEIUICHHBIX  [IOCTOPOHHMX TIPEIMETOB MM DpekinaMHbIX OykieroB. [lpm  oOHapyxeHun
TIOJO3PUTENBHBIX YCTPOHCTB, IPOCUM HE3AMEIIUTENBHO COOOMUTE 06 3ToM paGoTHHKaM ¢uiuana
bamnka, obcayxusatompM YC, win Do TenedoHaM, yKa3aHHbIM Ha yCTpOWCTBe iy Ha 0GOpPOTHOM
cTopoHe Bae#f xapTbl. Onepanuio ¢ UCTIONb30BAHUEM KapThl [ IOIyHYeHUs HAMMYHbIX B YC B TaHHOM
cllyyae He IPOBOAUTh.

He npumensiite ¢usudeckyro cumy, 4ToOBL BCTABUTH OAaHKOBCKYIO KapTy B ycrpoiicTBo. Ecnum
KapTa He BCTaBJIAETCA, BO3AEPHUTECH OT UCIIOAb30BaHuA Takoro YC.

INpu mpueme U BO3BpATe KapThl YCTPOHCTBOM HE IbITAiTECH YCKOPUThL MIPEPLIBUCTOE ABIXCHUE
KapThl B KapTompHeMHuke. HepaBHOMEpHOe ABIDKEHME KapThl sBjsieTcad He cHoeM, a HeoOXOAUMbIM
CpPE/ICTBOM 3alluThl Ballieil kapTel 0T KOMIIPOMETALIUH. '

Buumanue! He copepiiaiite Ha YC HHKAKHX Onepalinii 10 yKa3aHUAM NOCTOPOHHHX JIMIL,
no3BoHuBIIUX BaM u npeacraBuBmuxcs pabdoTHHkamMm baHka mnam apyrux opraHusanmii.
Iomuute! Beoass TIMH-xon, Bl naére baHky IIpaBo H yKa3zaHHE IIPOBECTH ONepaLHIO,
HHpopManua 0 KOTopoii oTpaxena Ha 3kpane YC.

Mepsbl 6e3onacHoCTH Npu pabdoTe ¢ yeayroi «MoOuabnbiii 6aHK» U MOGMIBHBIM
npuioxenuem «Coepbank OHnaiin» 418 cMapT¢oHOB U IVIAHIIETHBIX YCTPOiicTB

PeKoMeHIyeTCs YCTAHOBUTH B TeNedoHe/cMapTgOHe Taposb A JOCTYHa K YCTPOMCTBY, JaHHAas
BO3MOJKHOCTb JOCTYIIHA A/ OOJIBIIHHCTBA COBPEMEHHBIX MOZIENEH YCTpOICTB.

ITpu yTpare MOOWIBHOrO TenedoHa WK HHOTO yCTPOHCTBA, NOAKIIOUEHHOr0 K ycinyraM baHka,
ciefyeT CpouHO OOpaTUTbcA K CBOEMY OHEpaTopy COTOBOH CBs3u AiA OsiokupoBkH SIM-kapTel ¥ B
KonTakrHelii LenTp banka a1 nprocTaHOBKY JEHCTBUA YCIIYT.

[Tpu cMmeHe HOMepa TenedoHA, HA KOTOPBI momKilodeHa ycimyra «MoOunpHbii OaHk» Bam
HeOOXOIUMO He3aMeXIHTeIbHO 06paTUThCA B JII000e Ioapasacnenue banka u oopMHTE 3a4BjICHUE Ha




(2]

OTK/IOYeHHE yCIyri «MoGUIBHBIA GaHK» OT CTAporo HoMepa TeneoHa U Ha MOAKIIOUEHHE YCIYTH Ha
HOBBI HOMep TesedoHa.
Ilpn BHe3amHoMm npekpauenun pa6orel SIM-kapThl HEoGXOAUMO OGPATHTECS K CBOEMY

oneparopy COTOBOM CBsA3U 3a YTOUYHCHUCM IIpUYMH — B OTHOILUCHUM Bac BozMoxHO [IpoBCACHNE
MOUIEHHNYECKUX NeHCTBUN TPETHEUMH JTUIIAMH.

Buumanne! B nemix GesomacHocTM baHK MOXeT MPUOCTAHOBUTH MW OTPaHHYUTh AEHCTBUE
yenmyr «Mobuibablid Gank» u «COepbank Onnaliw» npw BeisBieHnn ¢akra 3amensl CUM-kapTsl 1o
HOMepy TeliedoHa, MOAKITIOYEHHOMY K ycmyram banka. B aToM ciiyvae Bam Heo6xomumo 06paTHThCS B
KoHnTakTHBII NeHTpa banka v clieJoBaTh YKA3aHUEM CIEIUaNicTa.

ITpy nonxmovennu ycnyru «MobunpHsiit 6ank», Bam cranoBuTes mocrynua onmus «BRICTPbIH
Inarex» - omnmara moGoro Homepa MOOWIBHOIO TenedoHa UM IononHeHWs cdera Kaprtei Banka mo
Homepy Tenedona ¢ Bamel OGankoscko#t kapThl mocpeacrBoM CMC-coobmenus. Ecmu Bel He
IJIAHUPYETE MCIO/IB30BaTh 3Ty ONIMIO, oTIpaBrTe KoMauay «HOJIby Ha HoMep 900 min oGpaTurech B
Kontakthsiit Learp banka.

bynere BHMMaTenbHBI — HE OCTaBNANTe CBOH TenedoH/yCTpOHCTBO Ge3 MpHCMOTpa, UTOGLI
HCKJIFOYHMTh HECAaHKLHMOHMPOBAHHOE HCIIONB30BaHME YCIYT «MOOWIBHBI 6aHK» M MOOH/ILHBIX
npunoxenuit «Coepbank OHnainy.

Ucnonnsyiite Tojibko opuuHadbHbIe MOOHIbHbIe NpHIokenus bBaHka, nocTynHble B
opHIHANLHBIX MATa3sHHAX NpUNoKeHHi Npom3BoauTeneii MOOHIBHLIX Mmiatdopm. O6s3aTe/IbHO
ybennTech, 4T0 B IoJI€ «pa3paGoTINK MOOHILHOTO NIPHJIGKeHHD) YKa3aH [TAO Céep6ank.

CBOEBPEMEHHO  YCTAaHaBJMBAiiTe [OCTYIHble OCHOBICHUS ONEPAUMOHHON CHCTEMBI U
IpUIOXkeHuit Ha Bain tenegon/ycrpoifcTBo.

Bunmanue! Ha cMmaproHax M HMHBIX YCTpOICTBaX, IOAKIIOYEHHBIX K Yycuyram badka,
HACTOSATEJIbBHO PEKOMEHJIVETCSl ncnone3oBaTh aHTHBHPYCHBIE HPOTPAMMBL, IOCTYIHBIE B
Mara3uHax MOOHIBHBIX IPUIOXKEHUH, B TOM YHcie 6ecnnaTHo.

He ycranaBnuBaiiTe Ha cBoli Tene(OH/yCTPOHCTBO HENMICH3NOHHBIE ONEPAIHOHHBIE CUCTEMEI,
TaK KaK 3TO OTK/IOYAET 3allUTHBIE MEXaHU3MBb, 3a/10)KE€HHbIE TPOU3BOAUTENIEM MOOMIBHOM IIATGOPMEL.
B pesynsrare Baut TenedoH CTaHOBUTCS YS3BUMbBIM K 3apayKEHUIO BUPYCHBIMM MpOorpaMmmamu.

He mepexoauTe mO CChUIKAM M HE YCTaHABJMBaiiTe NpHIOXKEHHUS/OOHOBJIEHHUS 6e30MacHOCTH,
npunresmue mo CMC/3neKTpoHHOM OYTEe, B TOM YHCIIE OT MMEHH baHka.

He ucnonbayiite MoOWIbHEI TenetoH and AOCTyHa K TOTHO(YHKIMOHATBHON BEPCUM YCIYTH
«C6epbank-OHmnaiiE», I 3TOr0 CYIIECTBYIOT CIECLUANM3MPOBAHHEIE TIPWIOXKEHUSA, paspaboTaHHBIE
baHkoM.

3apepmiaiite paboTy ¢ MOOWILHBIM IPUIIOKECHIEM YEPE3 COOTBETCTRYIOIN IYHKT MEHIO.

3amuta oT CMC 1 e-mail MomeHHH4YecTBA

Momenundeckue CMC-coolimeHust, KaK IIpaBWIo, MH(GOPMHPYIOT O GJOKHPOBKE OaHKOBCKOM
KapThl, O COBEpIICHHOM IIePEeBOJiE CPe[CTB WM COAEPXAaT APYIYI HHGOPMALHUIO, NOOYKIAIONIyIo
[epe3BOHNTH Ha ykasauueli B CMC-coobmennu HoMmep TenedoHa Ui yTOdHeHus HHPOpMaIiy, 3aTeM
MOUICHHUKHA I[PEICTABIAIOTCS COTPYAHMKaMHU CHy>kOb 0€30TaCHOCTH, CHEUHANNCTaMH  CIY>KOBI
TeXHUYeCcKkoll monnepxkd U B yOenutenbHo# (opMe IpeanaralOT CpOYHO IPOBECTH NEHCTBHA IO
pa30IOKNPOBKE KapThl, 10 OTMEHE NIEPEBO/A U T.IL, B 3aBUCUMOCTH OT cofepkanust CMC-coobimenus.

B cayyae noay4yenns nogo0HbIx CMC-coofmennii HACTOATEILHO pekoMeHayeM Bam:

¢  He Nepe3BaHUBATH HA HOMeEp TenedoHa, ykazaHHbi 8 CMC-coobmennmy;

*  He MPeAOCTaBIITh MHGOPMAIMIO O PeKBU3NTAX KapThl (HOMepe KapThl, CPOKE €€ HEHCTBI,
[MMH-xome, CVV2/CVC2 konme, KOHTpOAbHON UHGpOpMAIMH 10 Kapre), wmm 00
OJTHOPa30BbIX MAPOJLIX, B T.U. IOCPEACTBOM HallpaBiieHus oTBeTHBIX CMC-coobienui;

e He MPOBOAWTL depe3 OGaHKOMATHI M MHBIE YCTpoHCTBA CaMOOGCITY)KHBAHWS HHKAKHe
ONEpalyi IO MHCTPYKIVSIM, NONyYeHHBIM IO Tenedomy.

B paae ciyuaes bank paccbliaer uHGopMannonHblie CMC-coobuenusi, pu 3ToM:




oy

e B CMC-coobmeHusax, HampasIieMbIx baHKOM 1o onepaiysM, TPOBEACHHBIM C
ucronb3oBanueM Bameit kapThl, 0053aTebHO yKa3bIRatoTCs mocieanue 4 uudpbl HoMepa
Bareii kapThl (MOIIEHHUKAM OHU HE U3BECTHEL);

e CMC-coobmenys BaHka OTIIpaBIsIOTCA ¢ HOMepa «900°», B HUX YKa3BIBAIOTCA TOJIBKO
ounmansHble TeneoHbl baHka, onyGiuKOBaHHBIE Ha OQUUIMAIBHOM caliTe MM
yKasaHHble Ha 000pOoTHO#1 cropoHe Bameii 6aHKOBCKO! KapThl.

¢ CMC-coobmeHus banka He pacchLIalOTCA ¢ OPULMANTBHBIX HOMepoB KoHTakTHOro LleHtpa
Banka - 8-495-500-5550 u 8-800-5555550.

Ecmn nmonyuernoe CMC-coobuieHre BBI3BIBACT JIFOObIE COMHEHUS WM ONaceHus, HeoOXOauMo
o6parutbes B Konrtaxthelid Lentp banka o TenedonaM, ykazaHHBIM Ha 00paTHOM CTOpOHE 6aHKOBCKOIM
KapThl, U CIEJOBATh YKA3aHMAM CIIEIIUANIUCTA.

Momiennpryeckue e-mail-pacceiiky, Mackupysack noja Openn CoOepbGaHka, KaK IpaBWIo,
npeIHa3HAYeHb! 115
3aMaHMBaHMA Tonyuarenell cOOOIEHMI Ha CalThl - («JIOBYIIKH», HA KOTOPBIX IIOJ, pPa3/IM4HBIMU
[peIIOraMy MOIIEHHUKY IONBITAIOTCA MOYYHTh [IEPCOHAIIBHEIE AaHHBIE (MACHTU(QUKATOP U MApONb s
BXx01a B cucteMy «COepbank-OnJI@HH», KOHTPOJIBHYI0 HHPOPMAIHIO 110 GaHKOBCKUM KapTaM, HOMepa
OanxoBckux kapt, [IMH-kome, CVV 1 uHyr0 MHGOPMAlLMIO) WM HPHHYXAEHWS IO pa3IHYHBIMU
IpeAaoraMu Ha OTKphITUE (Daiina-BIOXKEHUs, CONEPXKAILEro BUPYC, WIH TEpeXOd IO CChbLAKe A
3arpy3ku BupycHoro ¢aiina. Yacto Ha Takux caliTax pasMeIIar0TCa BHPYCHI, 3apa)xaiolliie KOMIIBIOTEPhI
MPYU OTKPBITHH CTPaHMULI
IIpusHaku T0ro, 4To e-mail-coodeHue ABAsIETCH MOWIEHHUYECKHM:
e cooluieHus 3aMacKupoBaHbl 107 oduiuanbHele MceMa badka u TpebyioT or Bac kaxux-nuto
OBICTPBIX NeHCTBUI WM OTRETA;
e aJpec OTMpaBUTENsA M TeMa CO0OINEeHMsA 3aMACKHPOBAHBI IOJ OOpallieHus OT uMeHM bBaudka.

Hamnpumep:
IpumMepbl HAMMEHOBAHHS OTIIPaBHTE/ el B ITpumMepsl TeM co06LIeHHiT B
MOIICHHNYECKHX COOOIEeHUsIX: MOIIICHHHYEeCKHX PacchblIKAX:

— C6epbanx OnJI@itH (info@sber.ru) «CoobeHue 00 yBeTuIeHUN

—  CoOepbank Poccun (noreply@sber.ru) 3370JDKEHHOCTI»

—  C6epbanx Mudopwm (statistics@sber.ru) «Coo01ieHne 00 YBEIUUEHUN JIOIray

— W apyrue —  «Coobmenue 00 yBenmIeHUN
3anomxennocty Ha JJJLMM.ITTT»

e MChMa COAepXarT CChUIKY Ha MHTepHeT-caliThl, MoxXoxkuye Ha oduiyansable caiftel C6epbaHka;

e URL-ampec ccbUIKM B NUCHME OTJIMYAeTCa OT o(UUMaIbHOro ampeca (wWww.sberbank.ru),
BO3MOKHO Takke MOsBIEeHWE BCIUIBIBAIONIMX OKOH Ha OGQMIMAIBHOM caliTe, B KOTOPOM
3ampanirBaeTcs BBOJ| WM OATBepkaeHNe Banmx mepcoHanbHbIX JaHHBIX;

e K cooOIeHuo npuiaraercs (aii-BoxeHne, KOTopblii BaMm HacTOHYNBO pEKOMEHIYIOT OTKPBITE;

* B TeKCTe COACPKATCs sBHbIE OMEYaTKy WK opdorpaduueckue ommbKu.

Obpamaem Bame Baumanume, 4ro Coéepbank Poccuu HUKOraa:

e He OTHOpaBjdeT COOOIIEHHA C Mpoch0OH IOATBEPAUTH, OOHOBUTH MIM HPEJOCTABHUTH
nepcoHanbHble faHHble (OHO, naHHBIE AOKYMEHTA, YIOCTOBEPSIOIIETO JUYHOCTb, HOMEp
MOOWIBHOro TefiedoHa, MH(popMammoo OaHKOBCKof kapThl, CVV, IIHMH-kon, KOHTPOJBHYIO
HH(GOpMALHIO U IIp.);

¢ He OTHpaB/ieT cooOleHus ¢ GpopMoii 711 BBosa Bamuix nepcoHanbHbIX JaHHBIX;

e He IIpocuT Bac 3alitu B IMUHBIA KaOuHeT cucteMsl «CoepGank OHMaiily» IO CCBUIKAM B ITHCHMax.

Buaumanue! B ciysae ecau Bbl Bee ske IOCTPaJaliv 0T MOIIEHHHYECTBA:
1. Heob6xoaumo HemenaeHHO o0paTuThes B KonTakTHbIH LleHTp banka a5 6J10KMPOBKH KapThl,
PEKBH3UTBLI KOTOpOii ObLIM €OODOIIEHbI NMOCTOPOHHHM MJM N0 KOTOPOH OBLIH COBepINEHBI
HECAHKIIUOHHPOBAHHBIE ONEPALlUH, H CJIeJ0BATh PEKOMEHJAMAM CIIeLHATUCTA.
2. Io ¢akTy MOLIEHHHYECTBA PpPeKOMEHAyeTcsl MoJaTh 3afBJEHHE B NPABOOXPAHHUTENLHbLIE
OpraHblL.

2 Yka3al 0CHOBHOMN HOMEp, [UTA PA3HBIX PETHOHOB BO3MOMHA TAKOKE PAcChUlka ¢ HoMepos 9000, 9001, 8632, 6470, SBERBANK.




